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Preface

Networking Fundamentals was written for individuals wishing to pursue a career in
information technology with a specific focus on networking and network administra-
tion. The text provides specific content about information technology as well as career
information that is needed for employment. It is an introductory text, so no previous
networking experience is required.

This text is aligned to the most recent CompTIA Network+ certification exam objec-
tives. By studying Networking Fundamentals and using the ancillary lab manual and
digital study guide, you can improve your chances of earning an industry-recognized
certification. Upon completing this course, you will be able to:

= recall the foundational concepts of networking, including topologies, classifica-
tions, and the OSI model;

= understand copper-core transmissions, categorize Ethernet cable, and terminate
twisted-pair cable;

s describe fiber-optic transmissions and characteristics;
= differentiate among wireless communication technologies and wireless networks;
= provide examples of digital signals and encoding;

= explain the use of network operating systems and the evolution of networking
protocols;

» identify and use various Microsoft operating systems;
= compare and contrast UNIX/Linux-based software with Microsoft-based software;
= define the function of a server and describe server types and services;

» differentiate between IPv4 and IPv6 addresses, understand DNS operation, and list
TCP/IP utilities;

= understand the concept of subnetting a network;
= describe the mechanics of voice, audio, and video transmission;

» discuss the function of a web server and describe specific web services, such as
NNTP and e-mail;

= compare and contrast remote networking technologies;
= assess the security of a network and mitigate breaches and vulnerabilities;
= understand the basics of cloud computing;

= apply the CompTIA network troubleshooting strategy and diagnose and treat com-
mon network problems;

= summarize the processes for designing and installing a new network;
= complete and pass a CompTIA Network+ practice exam; and

= analyze networking employment opportunities in the information technology
industry.

Information technology is an ever-changing landscape. A successful career in the
IT industry requires you to continually learn and stay current with new information
about networking, as well as every facet of computing. Earning certifications in IT and
other specialty areas will help you stay current with hardware, software, and security
changes. More importantly, it will help you further your information technology career.
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CompTIA Network+
Certification

How to Become CompTIA Certified

This training material can help learners prepare for the CompTIA Network+ certification
exam N10-008. The Computing Technology Industry Association (CompTIA) is a non-
profit information technology (IT) trade association. Its certifications are designed by
subject-matter experts. Each certification is vendor-neutral, covers multiple technolo-
gies, and requires demonstration of skills and knowledge widely sought after by employ-
ers in the IT industry. There are four general steps to achieving CompTIA certification:

1. Choose the desired IT certification from CompTIA.

2. Gain familiarity with the exam, its objectives, and the types of questions asked.

3. Begin studying, learning, and preparing for the exam.

4. Register for the exam, read and sign the Candidate Agreement, and take and

pass the exam.
For more information about CompTIA certifications, such as industry acceptance,

benefits, or updates, visit comptia.org.

CompTIA Network+ Correlation Charts

Complete mappings (correlation charts) of the CompTIA Network+ exam objectives to
the content of the Networking Fundamentals textbook are located on the G-W website at
www.g-w.com. The correlation chart lists the exam objectives and corresponding page
numbers of where to find the related content.
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How to Use This Text

The Networking Fundamentals text and accompanying
resources will help you prepare for and pass the Comp-
TIA Network+ certification exam. You will learn about
the foundations of computer networking, network media
and devices, transmission methods, protocols, security,
and other important topics. These are concepts that you
will need to understand not only for the certification
exam, but for your career as a networking professional.

Each chapter in Networking Fundamentals begins
with a list of CompTIA Network+ certification exam
objectives outlining the CompTIA content that will be
discussed. Following these objectives, a set of learn-
ing outcomes indicates the goals you should focus on
accomplishing by the time you complete each chapter.
For each outcome, there is a corresponding top-level
heading, one or more review questions, and summary
bullet points to help ensure you understand the topics
covered in the chapter.

In addition to learning outcomes, the chapter-opening
material also lists a set of key terms that will be dis-
cussed throughout the chapter. These terms are printed
in boldface when they appear in the content. This makes
them easily distinguished from the rest of the text. There
are also important words or phrases printed in italic text
to which you should pay special attention and consider-
ation. Studying these terms will help you understand the
material and better prepare you for your certification
and employment.

Each chapter concludes with a summary of import-
ant points to remember, organized by learning out-
come and level-one heading. This summary will help
you review important topics from each section of the
chapter.

Following the suggested guidelines will help you
make the most of your introduction to networking.

= Read the list of CompTIA objectives in the
chapter-opening material. These objectives are also
called out in the margin with an icon where the
material is covered. Use the list of objectives in the

chapter opener as a checklist to take inventory of
CompTIA standards you understand as well as in-
formation you need to review. The icons in the mar-
gins are there to direct you to the coverage of each
objective for review.

Read the learning outcomes listed in the chapter
opener. Each learning outcome is tied directly to
the headings within the content. In addition, the
concepts are repeated in the chapter summary and
applied in the end-of-chapter review questions. The
connection of learning outcomes throughout the
content helps you focus and apply important infor-
mation as you read each chapter.

Pay attention to the illustrations. Each illustration
is strategically created to highlight important in-
formation. By studying these, you will extend your
learning and improve retention and application of
the content.

Read all Network+ Note, Tech Tip, and Caution fea-
tures as you progress through the material. This
information helps supplement your learning by
highlighting study tips, providing useful industry
information, and helping you ensure personal and
machine safety when working with networking
devices.

Review the summary at the end of each chapter.
This will help you retain important information
from the chapter.

Answer the review questions and sample Network+
exam questions in the end-of-chapter material.
These questions provide exposure to the types of
questions likely to be on the CompTIA Network+
certification exam. By practicing these questions,
you increase your chances of successfully earning a
Network+ certification.

vii
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Focus on
Certification

Networking Fundamentals is designed with certification
in mind. This text has been updated to reflect current
programs, systems, and practices in the information
technology industry. It also adheres to the newest objec-
tives of the CompTIA Network+ exam, ensuring students
are up to date with the most recent testing domains.

Network+ Objectives

Network+ objectives are listed on each chapter opener to
engage students and highlight important testing points
presented in the content. Students can use the list of
objectives as a checklist, verifying their understanding
of the Network+ standards as they are presented in the
material. In addition, the objectives are noted by an icon
in the margin where the material is covered. This pro-
vides a visual clue as to where each objective is met in
the chapter.

Learning Outcomes

At the beginning of each chapter, a list of learning out-
comes guides student learning as they read the material
presented. Each learning outcome is aligned with the
content headings, as well as with the summary bullet
points and review questions at the end of the chapter.
This alignment provides a logical flow through each
page of the material so that students may build on indi-
vidual knowledge as they progress through the chapters.

Tech Tip

The Tech Tip feature highlights supplemental informa-
tion about practical application of networking concepts.
These tips vary in their scope, ranging from simple syn-
onyms or definitions of discussed material to real-world
advice that provides students with insight that will help
in their assignments and careers.

Note

The Note feature provides information that may not be
tested on the CompTIA exam but will be helpful for stu-
dents to know as they begin their careers. This informa-
tion provides valuable insight to real-word situations in
the workplace.

viii

Chapter 2

Network Media—
Copper-Core Cable

Network+ Certification Exam Objectives

To prepare for the Network+ certification exam, you must be very familiar with
IEEE 802.3 network media such as copper-core cable characteristics. The.
characteristics include the following

1.1: Maximum Transmission Unit

1.3: Cable Types

2.2: Bandwidth Management

2.3: CSMA/CSMD

5.3 Troubleshoot common cable connectivity issues

Learning Outcomes

21 Define network media.

2.2 Differentiate between analog and digital signals.

23 Summarize the methods of data transmission.

24 Recall the meaning of electronic terms.

25 Differentiate and categorize copper-core cables.

26 Recall the characteristics of the 802.3 classifications.
27 Identify the various types of wiring faults.

ify an existing share. You will be able to select features such as who can access the

Key Terms
108ase2 Garrior-sense mulple access vith  ground
10Bases collision avoidance (CSMA/CA)  half-duplex communication
10BaseT Garrior-sanse multple access with  impedance
alien crosstalk (AXT) collson detection (CSMA/CD)  inerference
analog signal coaxial cable latency
attenuation crossed pair magnetic induction
automatic medium-dependent  Grossover cable maximum transmission unit (MTU)
interface crossover (Auto-MDIX) _crosstalk noar-end crosstalk (NEXT)
AWG rating digital signal open
bandwidtn equal level farend crosstalk plenum-rated
baseband (ELFEXT) Power over Ethernet (PoE)
broadband far-end crosstalk (FEXT) Dower sum near-end crosstalk
Ghapter 7 Microsoft Netwrk Operating Systems 27
48 ‘The Create A Shared Folder Wizard will guide the administrator through a -
series of dialog boxes that will automatically cfmigm new folder share or mod.  TechTip.
T — Although both Share &

the number of

ofa proper is left out. It
ares not only on the server but also anywhere in the entire network

Administrative Tools

designed to

permissions and toleave.
the Share permissions

set totheir default.
Working with both types of
permissions s unnecessary

nient,
domains, users, and groups; configure the server; set security policies; and add or
provides a wide variety of ac ative tools located
nel menu, as displayed in Figure 7-15. Some of the most
ative tools are Active Directory User and Computers,
puter Management, and Event Viewer.

The Microsoft ¥ "
Management or conducting a search using MMC as your search query. MMC is an
early version of an administrative tool that can be used to complete some of the
most common administrative tasks in a centralized location. The MMC is covered

Com

C)is accessed

strative tools are very similar to administrative tools found in a typical Windows
desktop operating system.

7.4 Active Directory Domain Services
Microsoft ntroduced Actve Directory with Windows Server 2000, Actve Directory

y Toduy Active
Vind oo o managelage and

Note g
The Active Directory

tools willonly appear as a
menuitemafter the server
s configured for Active
Directory.

Figure 7-18 Windows
provides a wide variety of
Administrative Tools, located
directly off the Control Panel
menu
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Hub NET

Ahub is a central connetion point where all network cables are concentrated, as
hown in Figure 1.15. A hub is often called a classified as cith

passive hub, These same packets are also transmitted through the hub to any other

but they are important to understand in order to differentiate them from active
hubs,
Anactive n

hubs are designed with dedicated power supplies. An active hub can also deter-
the network or pass

through to another section of the network.
Turn your attention to Figure 119, Notice in this illustration that Station3
attempts Station1. T e
nication to Station1, as well as Station2 since it is also connected, but it does not
allow the packets to be transmitted through the hub to the other areas of the net-
cork. Instead,

to it. Active hubs are used to reduce excessive data transmission on a network.
Active hubs are often used to segment networks to avoid excessive data collisions
or bandwidth usag g of packets

twork. However, this will only gnificant numb
of transmissions to computers in the same are,

Gateway
s

Network+ Note.
e
classified asa gatewayifit
provides gateway services.
toitsclients.

Figure 118 A hubis
commonly used fo connect
computers on G network.




Summary

31 Characteristics of Fiber-Optic Cable
« Fiber-optic cable consists ofa glass or plastic core that carries pulses of light
that represent binary data.
« Fibe » for data security,
lightweight and small in diameter,

safe from fire and expl

3.2 Nature of Light

* Lightis described in wavelengths.

« Awavelength isthe total distance the electromagnetic wave or light wave
travels during one full cycle.

o meter.

33 Fiber-Optic Cable Construction

« Fiber-optic cable cores are composed of either glass or plastic

the core area.

+ Scattering s the loss of light due to impurities in the core material.

« Dispersion oflig s th
cladding material and arriving at different times at the far end of the cable.

. by physical factors not inthe core

material, such as at splices and connector locations.

34 Fiber-Optic Cable Specifications

bility to carrylight
are multimode and single-mode,

el - Itimod
b slight farther and with
p t
index.
* Graded cabl with
o i« t the center of the
core. Step-ind

and is therefore greatly affected by dispersion.

35 IEEE 8023 Standards
* The 802.3z standard deseribes the 1000BaseSX, 1000BaseLX, and

1000BaseCX Gigabit Ethernet classifications,

+ The 802.3ac 10 Gigabit Ethernet standard describes the 10GBaseSR, 10GBaseLR,
10GBaseEW, and 10GBaseER classifications.

+ 10GBaseW is a collection of cable standards such as 10GBaseSW, 10GBaseLW,
and 10GBascEW.

Networking Fundamentals

« Address Resoluti ne.
networking.

Review Questions
1

tion with the Internet.
2. Howlong was a Microsoft NetBIOS address?
3. Howlongis an IPX address?
4. List some common features of network operating systems.
5. List two forms an individual operating system interface can take.
6
7 What is the purpose of the Data Link layer?
8. The Ethernet protocol uses the___access method.
9. When too many packets on a network collide, a(n) ___ storm has occurred.

10 O which type of network do broadcast storms typically occur?

11 Describe a contention domain.

12. Whatis the purpose of LLDP?

13, What two Microsoft protocols are based on LLDP and can be viewed in the
Network Connection Properties dialog box?

1. Why would a network device such as a computer running Windows XP not
appear in Network Map?

15. What is the name of the Cisco version of LLDP?

16 Which link layer protocol design is similar to DNS?

17. Whats the purpose of ARP?

Sample Network+ Exam Questions

1. Which of the following s the UNC format for a shared directory called MyFiles
on aserver called Server!?
A. HServert/MyFiles
B. //MyFiles /Server!
C. WServeriMyFiles
D. \ServertWyFiies

2. John is trying to match physical (MAC) addresses to IP addresses on his net-
work. Which protocol would be most useful in accomplishing this?
At
B.ARP
C.oNS
D.TCP

3. Carol her network.
number of i
accomplishing this goal?
A Assign static IP addresses to alldevices.
B. Replace network switches with hubs.
C. Segment the network using switches.
D. Add additional network servers.

Laboratory Activity

Making a Cat 6 Straight-Through Patch Cable
A

* Construct a Category 6 or Category 6e patch cable following the 568A or 5685
standards,

* Explain d

* Testa patch cable.

Introduction

In this laboratory activity, you will make a Category 6 or Category 6e straight-

through patch cable. The following illustration shows the basic parts associated
h  RI-45 dload by

Godheatia Pistr

Not all Category 6 connector manufacturers use a load bar. A load bar helps
prop 5

y.C: aplastic spi P
performance. The cable spine is a major design improvement over Category 5 and
c 5 dd:

¥ »
ductor pairs, thus allowing for high frequencies to be carried by each set of cable
pairs. Notice the plastic spine located in the center of the cable in the following
illustration.

E3 ‘Copyright Goodheart WilooxCo. ne.
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Network+ Note

The Network+ Note feature provides students with tips
and facts regarding the CompTIA Network+ certifica-
tion exam. These tips will help students study for the
certification exam.

Visuals

Chapter figures have been strategically created to high-
light important information. Illustrations, photos, dia-
grams, and screen captures help students visualize the
concepts discussed in the chapter for better understand-
ing and retention of the material, as well as future appli-
cation of the content.

End-of-Chapter Content

End-of-chapter material provides an opportunity for
review and application of concepts.
= A concise Summary reiterates the chapter learning
outcomes and provides a brief review of the content
for student reference. This helps students focus on
important concepts presented in the text.

= Review Questions highlight basic concepts pre-
sented in the chapter so students can evaluate their
understanding of the material.

= Sample Network+ Exam Questions challenge stu-
dents to answer questions similar to those they will
face on the CompTIA exam, providing a sample of
what to expect on the exam.

= Laboratory Activities provide hands-on practice
to help students gain real-world experience in the
concepts presented in each chapter.



TOOLS FOR STUDENT AND INSTRUCTOR SUCCESS

Student Tools Instructor Tools
Student Text ‘ LMS Integration
Networking Fundamentals is [ | Integrate Goodheart-Willcox content within your Learning

an up-to-date text that covers
computer networks as well as
networking theory and concepts.

Lab Manual
« Hands-on practice includes
questions and activities.
« Projects offer students
opportunities to work on
various networking challenges.

Digital Study Guide
- Practice exercises reinforce concepts and skills

learned in the corresponding textbook chapters.

+ A CompTIA Network+ Reference Guide helps
students study and prepare for the CompTIA
Network+ exam.

G-W Digital Companion

For digital users, e-flash cards and vocabulary
exercises allow interaction with content to create
opportunities to increase achievement.

Online Learning Suite
+ Online student text, study guide, and lab
manual, along with rich supplemental content,
brings digital learning to the classroom.
« Allinstructional materials are accessible at
home, at school, or on the go.

G-WEduHub

Instructor

Support

C] Digital
Experience

Student Success
Powerful Content
Applied Practice

Standards Alignment
Authentic Learning

Management System for a seamless user experience for

both you and your students. EduHub LMS-ready content

in Common Cartridge® format facilitates single sign-on
integration and gives you control of student enroliment and
data. With a Common Cartridge integration, you can access
the LMS features and tools you are accustomed to using and
G-W course resources in one convenient location—your LMS.

G-W Common Cartridge provides a complete learning
package for you and your students. The included digital
resources help your students remain engaged and learn
effectively:

- Digital Textbook

+ Online Lab Manual content

+ Online Study Guide content

« Drill and Practice vocabulary activities

When you incorporate G-W content into your courses via
Common Cartridge, you have the flexibility to customize and
structure the content to meet the educational needs of your
students. You may also choose to add your own content to
the course.

For instructors, the Common Cartridge includes the
Online Instructor Resources. QTI® question banks are
available within the Online Instructor Resources for import
into your LMS. These prebuilt assessments help you measure
student knowledge and track results in your LMS gradebook.
Questions and tests can be customized to meet your
assessment needs.

Online Instructor Resources (OIR)

« The Instructor Resources provide instructors with time-
saving preparation tools such as answer keys, editable
lesson plans, and other teaching aids.

- Instructor’s Presentations for PowerPoint® are fully
customizable, richly illustrated slides that help you
teach and visually reinforce the key concepts from each
chapter.

« Administer and manage assessments to meet your
classroom needs using Assessment Software with
Question Banks, which includes hundreds of matching,
completion, multiple choice, and short-answer questions
to assess student knowledge of the content in each
chapter.

See www.g-w.com/networking-fundamentals-2024 for a list
of all available resources.

Professional Development
- Expert content specialists
+ Research-based pedagogy and instructional practices

« Options for virtual and in-person Professional
Development
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